Unable to Connect to SU WPA2 on Windows 7

Windows 7 unable to connect to SU_Student_ WPA2 or SU_Staff_WPAZ2 after entering user credentials in the Network
Authentication window.
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Step 1

Click the “Network” button on your taskbar next to the clock or speaker.
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Click on Open Network and Sharing Center.

Step 3
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Control Panel Home

Manage wireless networks

Change agaprer settings

Change advanced sharing
settings

See also
HomeGroup
Internet Options

Windows Firewall

View your basic network information and set up connections
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(This computer)

View your active networks

suffolk.edu
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Change your networking settings

i' Set up a new connection or network

0 See full map

Internet

Connect or disconnect

Access type: Internet
Connections: I Local Area Connection
ol Wireless Network Connection
(5U_Student_WPA2)

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Access files and printers located on other network computers, or change sharing settings.

Troublesheoot preblems

ﬂ Choese homegreup and sharing options

Diagnose and repair network problems, or get troubleshooting information.

Select Manage wireless networks from the left hand menu.
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these netwerks in the order listed below,

Add J§ Adapter properties  Profile types  MNetwork and Sharing Center

Networks you can view, modify, and reorder (3)
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Select Add to create a new network.
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How do you want to add a network?

. Manually create a network profile

2. This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (35I0] and
security key (if applicable).

& (Create an ad hoc network

L . . . .
This creates a ternporary network for sharing files or an Internet connection

Cancel




Select Manually create a network profile.

Step 6
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Enter information for the wireless network you want to add

5U_Student_WPAZ2
Security type: | WPAZ-Enterprise -

Encryption type: ’AES v]

Metwork name;

Security Key: Hide characters

/| Start this connection automatically

Connect even if the network is not broadcasting
i i puter's privacy might be at risk.

[ Mext J[ Cancel
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Enter either SU_Student_WPA2, if you are a student, or SU_Staff WPAZ2, if you are an employee, into the Network Name Field. Select WPA2-Enterprise
from the Security type drop down. Make sure that both check-boxes are filled in at the bottom of the screen and then hit Next.
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Successfully added SU_Student_ WPA2

< Change connection settings
Open the connection properties so that I can change the settings.

Select or Click on Change connection settings.

Step 8
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Security type: |Wpa2-Enterprise -

Encryption type: [AES v]

Choose a network authentication method:
Microsoft: Protected EAP (PEAF) - u

¥ | Lemember my credentials for this connection ead
time I'm logged on

Advanced settings

ok || Cancel
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Click on the Security tab. Make sure the below check-box is checked. Then select Settings.

Step 9
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Protected EAP Properties | P |

When connecting:

Validate server certificate

|:| Connect to these servers:

Trusted Root Certification Autharities:

[] AddTrust External CA Root

[ class 3 Public Primary Certification Authority

[ class 3 Public Primary Certification Authority

|:| DigiCert High Assurance EV Root CA

[7] Entrust.net Secure Server Certification Authority
[] Equifax Secure Certificate Authority

GeoTrust Global CA -
1| 1] [ »

[ | »

|:| Do not prompt user to authorize new servers or trusted
certification authorities,

Select Authentication Method:

[Semred password (EAP-MSCHAR v2) T] [ Configure. ..

Enable Fast Reconnect

[| Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
[] Enable Identity Privacy

Ok ] [ Cancel
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On the Protected EAP Properties window, select GeoTrust Global from the list of Trusted Root Certificate Authorities. Then click on Configure button.

Step 10
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EAP MSCHAPV2 Properties 2

When connecting:

A Automatically use my Windows logon name and
password {and domain i any).

| ok || cancel |
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On the EAP MSCHAPV2 Properties make sure that “Automatically use my Windows logon name and password (and domain if any)” check box is Un-
checked and click “OK” on all the remaining windows.

Step 11



Metwork Authentication

Please enter user credentials

[ | Iii | Uszer name
I | Password

Type in your Suffolk email username (without the @suffolk.edu) and password and hit “OK.”

Step 12

The connection attempt could not be completed

The Credentials provided by the server could not be validated, We recommend
that you terminate the connection and contact your administrator with the

information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server,

Details

Radius Server: uac, suffolk.edu -
Root CA: GeoTrust Global CA

The server “uac.suffolk.edu” presented a valid certificate issued by
"GeaTrust Global CA™, but "GeoTrust Global CA" is not configured as a
valid trust anchar for this profile,

E] Details Terminate ] [ Connect

OR



The connection attempt could not be completed

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

Details
Radius Server: cppm. suffolk.edu -
Root CA: GeoTrust Glabal CA

The server “cppm.suffolk.edu” presented a valid certificate issued by
"GeoTrust Global CA™, but "GeoTrust Global CA" is not configured as a
valid trust anchar for this profile,

Terminate ] [ Connect
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When the “Windows Security Alert” shows:
1. Hit the arrow next to Details
2. Confirm that the Radius Server is either “uac.suffolk.edu.” or "cppm.suffolk.edu.”
3. Hit Connect

After following these steps, whenever your computer detects SU_Student_WPA2 or SU_Staff_WPAZ2, you will be able to connect automatically.

Finished!

You should now be connected to the SU_Student_WPA2 or SU_Staff_WPA2 wireless network.

If you are still unable to connect after following the above instructions, please contact the Help Desk at (617) 557-2000 or email helpdesk@suffolk.edu.
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