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Here are some recent phishing attempts

Suffolk University drops over a half million (that's right over 500,000) phishing and virus emails every day. However, some do get through to your
mailbox. We ask that you help us by being aware of phishing email attempts.

What does a Phishing email look like?
Phishing emails are typically unsolicited and have
- a generic greeting
- warning of some sudden change in an account

- and requires you to verify personal or private information that you still use the service.

These emails either include directions to reply with private information, or provide a link to a malicious web site to verify your account. Emails
claiming very sudden changes or those that use poor spelling and grammar are clear warning signs of a fraudulent phishing email.

RECENT PHISHING ATTEMPTS




H L Y Re: Important MNoticel!l - Message (HTML) 7T B - 0O X

m MESSAGE

Kon g 019 1330 &AM

Megan Busker - Ijusker-w:-”u:'n"dL.-.-'.cl.mg'-r
That looks PHISHY

Re: Important Notice!!!

Megan Busker

who is this person? This is not @Suffolk.edu
why did she send it to herself?

IT Update: Essential Server Maintenance Notice:

We are migrating all email accounts into Outlook Web App 2019 and as such all active account holders are to
verify and Log in for the uperade and mieration to take effect now. This is done to improve the security and
efficiency due to recen]https://systemupgradepass.weebly.com
Click to follow link

Click UPGRADE ACCOUNT to migrate and block further spam mails.

Bestregards, - on Technolo _ Tip: Hover your mouse over the link

© 2019, All ight Reserved. “Click UPGRADE ACCOUNT”
To see where it will take you.
...that’s not Suffolk

o See more about Megan Busker -

September 2 - Notice the following phishy things:

Phishing attempt to get you to click on an embedded URL web link. Notice that this link just asks to "Click UPGRADE ACCOUNT" trying to mask where it
is going to send you. This link would request user credentials. Notice that if you hover your mouse over the link it would direct you to the PHISHING site.
This site is obviously not Suffolk. Also notice that there is an urgency to act now with the message saying "verify and Log in ... to take effect now".
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T, O message oo That looks PHISHY
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Cannot show this a3 Jlick to follow link
Click here to view full message

POP3 message delaiiliaorle - Date: 10/022018 5:58:23 (suffolk)
TIP: Hover your mouse over the

embedded "Click here.." link to see
where the link will take you.

Oct 2 - Notice the following phishy things:

Phishing attempt to get you to click on an embedded URL web link. Notice that this link just ask to "Click here.." trying to mask where it is going to send
you. This link would potentially install malware on your machine or request user credentials. Notice that if you hover your mouse over the link it would
direct you to the PHISHING site. This site is obviously not Suffolk and you were not expecting the email, even if the message was addressed to you.



From: Andrews, Amy [mailto:Amy.Andrews{@sabre.com]
Sent: Tuesday, May 17, 2016 9:51 AM

To: Andrews, Amy <Amy.Andrews@&sabre.com>
Subject: RE: Staff Information (MAY-2016 Bullentin)

:PASSWORD EXPIRES IN 45 MINUTES
*YOUR ARE REQUIRED TO CHANGE ACCOUNT PASSWORD IMMEDIATELY TO UPDATE :ACCOUNT/PROFILE OR ACCOUNT WILL BE DISABLED.

:Click on: hitp://www.owaresetpasscode.me/ to Update Account.

:Call the Support Center-HELP for information about any OWA :Gateway service

:Incident Report Mo: 110028371
:Case ID: 77MDC/ITS

:Group: Faculty/staff

:Admin Key: XXX05273
:Date:17-05-2016

May 17 - Notice the following phishy things:

Phishing attempt filled with warning and urgency that your "PASSWORD EXPIRES IN 45 MINUTES" with a pretend Incident report number. The email
addresses "From:" and "To:" name are @sabre.com, The URL(web link in the email) would send you to a web site that is definitely not Suffolk.edu.

H L Update mailbax - Message (HTML) T E - 0O X
MESSAGE

Wed 5/11/2016 4:44 AM
Althea C. Lyons
Update mailbox

[

Your Microsoft outlook access mailbox needed to update now with this URL{www verification webeden co ukf) Update it now,and Increase your Mail Quota. IT Services Help Desk

Althea C. Lyons No Items D A

May 11 - Notice the following phishy things:

Phishing attempt filled with warning and urgency that your mailbox needs updating "now" . The URL(web link in the email) would send you to a web site
located in the United Kingdom - definitely not Suffolk.edu.
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Paz-fAres Aldanondo, Ignacio <ignacio.paz-aresaldanondo@brookfield.com >
Ml [T Desk

Dearr Sanlfodk Usdversity email aocount weer, this mai i Lo notily you that your small accout Certilicats wxpired this ek, This may
imterrupt your email delivery configuration, and account POP settings, page S04 civor whsen sending message.
T renew your webmail certificate, Please ke 3 second bo update your email records by cicking e Bk below 1 unable to cick the link, you are sdvised b copy and paste it ina

click here= = > bifp:f [ afty.colamBbtatd
acoount will work ax normal after e verification p , el o il certificate will be renewed,
Ball BT sk

igrarn Far ey Adaserrin

Pai Aty Aldarsrale, kprustis Wl [7 el E N

May 8 - Notice the following phishy things:

Phishing attempt to indicate you may have web email problems unless you complete the "verification process" and the email is coming from "Brookfield
Asset Management" that's not Suffolk. The URL (web link in the email) asking you to "click here" and sending you to a short hidden link "http[//]afly[.]co"
definitely not Suffolk.edu

(= JF & = sl roestia = Mesiinge (HTRL) T E = O X
BAESSEGE

Sun SEMOLE 105 M

Lauren E. Spencer
Mall Quota

Yaur NNE Pharmaplan Serviced Outlaak mailbax is full snd needed to be update now by elicking this URL: hitp./fafly ca/gmBbdbthi NOTEM unable to lick
the link, you are advised to copy and paste it in & new browser to increass your mail Guota for update. Fallure to do so will lead to SUSPENSION OF YOUR
ACCOUNT beumved Iately Ermail.

IT Servicer Help Dotk Officer
0 3016 mall Ime

PP P————— ﬁ .

May 8 - Notice the following phishy things:

Phinshing attempt filled with urgency to "update now" and "failure .. will lead to SUSPENSION .. Immediately". The URL (web link in the email) asking you
to "click here" and sending you to a short hidden link "http[//]afly[.]Jco" definitely not Suffolk.edu



b T % s REF: IVIS5LIS/16 - Message (Plain Text) TE - 0O X
MESSAGE

S ORTEGA <patrusheva@dinur.nus

REF: JXD/255125516

Mesrage L WINNING_PREZEPOF (576 18]

PLEASE FINE ATTACHED DOCUMENT FOR YOUR NOTIFICATION,

ALGNSO LIS ORTEGA Mo Remi -

April 24 - Notice the following phishy things:

Phishing attempt indicating you won something! Wait really? "PLEASE FINE" poor grammar and spelling. Email address is from "@dinur.ru" Russia.
Attachment is definitely nothing you were expecting. This attachment is PDF with a virus .

What should | do if | receive a Phishing email attempt?

Just delete the message. Do not respond in anyway. Always be skeptical when someone is requesting information, and never email your password,
bank account numbers, social security, or credit card numbers to anyone. If it seems phishy it probably is.

How can | avoid phishing scams?

Never send passwords, bank account numbers, social security numbers or other private information in an email.

Avoid clicking links in emails, especially any that are requesting private information.

Be wary of any unexpected email attachments or links, even from people you know.

Never enter private or personal information into a popup window.

Pay attention to the URL (the web site address in your browsers address bar). Look for 'https://' and a lock icon in your browser address bar and
confirm the web site address before entering any private information on a website. Malicious websites may look identical to a legitimate site, but
the URL may use a variation in spelling

What should I do if | have been scammed by phishing?

Contact the organization that was the target of the scam. Immediately change any passwords you might have revealed. If you used the same
password for multiple resources, make sure to change it for each account, and do not use that password in the future. For Suffolk University
accounts contact the Help Desk (617)557-2000. If you suspect a bank or credit card account may have been compromised, contact that institution
to check your account immediately and request a credit report.
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